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Computer Use Guidelines
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The following “acceptable use” guidelines are provided as examples of how the Clinton Family Health Team’s computer use policy should be implemented by computer users.  These are examples only and are not intended to limit the policy in any manner whatsoever.

General Guidelines

DO

Maintain the security of your password(s).

DO
Observe all software licensing agreements and copyright laws.

DO 
Avoid unfair monopolization of resources to the exclusion of others.

DO

Allocate time to periodic delete unnecessary documents.

DO
Make sure you are completely logged off password-protected software applications before leaving your workstation for lengthy periods.

DON’T
Play games as they may waste shared computing resources

DON’T
Intrude upon the privacy of others

DON’T
Obstruct other people’s work by consuming large amounts of system resources.

DON’T
Let friends, family or other persons gain access to the Clinton Family Health Team’s computing resources through your account.

DON’T
Attempt to circumvent data protection or uncover security loopholes.

DON’T
Use the computer for the purpose of collecting, using or disclosing personal information except as required by authorized work-related activities.

Internet Guidelines

DO
Use only those computers and computer accounts for which you have authorization.

DO
Limit your access to confidential data to the direct performance of your duties.

DO
Make sure you are completely logged off the internet before leaving your desk for lengthy periods.

DO
Use internet accounts for work-related activities only, during working hours.

DON’T
Use internet accounts for any private or commercial-related activity that is for personal/financial gain.

Email Guidelines

DO
Remember that e-mail is instant, can be forwarded and can remain on permanent record.

DO 
Know that although you “own” your own e-mail messages and files, privacy cannot be guaranteed.  E-mail records can be subpoenaed in some cases.  E-mail can be a deceptively unsecured mode of communication – treat it with caution.

DO
Always check that the addressee name(s) are correct.

DON’T
Transmit any material that is unlawful, obscene, threatening, abusive, libelous, hateful or encourages conduct that would violate any law.

DON’T 
Send electronic messages to people you don’t know or who don’t need to get your message.

DON’T
Send chain mail.  It is a waste of resources and can cause offense.

DON’T
Harass, whether through language, frequency or size of message.

DON’T
Send e-mail to any person who has stated they do not want to receive it.

DON’T
Use e-mail or bulletin boards to send messages that are inappropriate or annoying.

If you have any questions, contact kim_clintonfht@yahoo.ca.
