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WARNING AND DISCLAIMER

This Toolkit has been prepared by McMillan Binch LLP and IBM Business Consulting Services for the ownership and use of the Ontario Hospital Association and the Ontario Hospital eHealth Council, the Ontario Medical Association, the Office of the Information and Privacy Commissioner and the Ministry of Health and Long-Term Care, as a general guide to assist physicians to meet their obligations under the Personal Health Information Protection Act, 2004.  

· This Toolkit is designed to assist in complying with the law and meeting the changing expectations of patients and the public.

· The resource materials provided in this Toolkit are for general information purposes only.  They should be adapted to the circumstances of each hospital or physician using the Toolkit. 
· This Toolkit reflects interpretations and practices regarded as valid when it was published based on available information at that time.  

· This Toolkit is not intended, and should not be construed, as legal or professional advice or opinion.  

· Physicians concerned about the applicability of privacy legislation to their activities are advised to seek legal or professional advice based on their particular circumstances.

· In addition, Ontario’s Information and Privacy Commissioner has an important role to play in providing further guidance on how the Personal Health Information Protection Act, 2004 is being applied and interpreted. You should monitor the Commission’s website at http://www.ipc.on.ca as well as that of the Ministry of Health and Long-Term Care at http://www.health.gov.on.ca/english/public/updates/archives/hu_03/priv_legislation.html.  

This is the first edition of the Toolkit.  A second edition may be published in due course. Your feedback on this first edition is appreciated.  
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General Privacy Compliance

Using This Toolkit

A toolkit contains the tools needed to get the job done.  In this case, the job is to ensure you comply with the Act.  Legislation is not easy to read, let alone interpret and apply to your own situation.  This Toolkit provides a variety of tools designed to help you understand and apply the new privacy legislation.

To get started, begin by reading:

	
	· General Privacy Compliance – for a very general overview of the Act

· Consent – to understand the foundation of privacy compliance

· Security – to understand how to protect personal health information

· Oversight – to learn about the role and powers of the Information and Privacy Commissioner/Ontario


Then proceed to the sections that affect your role:

	
	· Contact Person

· Managing Health Information

· Accessing Health Records

· Correcting Health Records

· Dealing With Health Information

· Research

· Managing Contracts and Agents


For more detailed information and for a Diagnostic Tool that helps you assess your state of privacy compliance, see the Hospital Privacy Toolkit available on the OMA website at www.oma.org.

In each section you will find:

Key Points: A high level summary of the section.

The Rule: A brief summary of the key requirements of the law.

What You Need To Do: A brief summary of the key tasks that you must perform to comply with the law.

What You Should Do: Recommended best practices for you to consider implementing.

Checklists, Templates and Tools: Tools to help you perform the tasks.

Overview

Starting November 1, 2004, you must comply with the Personal Health Information Protection Act, 2004, Ontario’s new health information privacy legislation.  The Act regulates how you collect, use, retain, transfer, disclose, provide access to and dispose of patients’ personal health information.

Application and Scope of the Act

The Act applies to a variety of organizations and individuals within the health care sector.  These organizations and individuals are called health information custodians, and include hospitals and health care practitioners.  The Act also applies to agents, who can be either organizations or individuals, and who are authorized to act for or on a health information custodian’s behalf.  The Act regulates how health information custodians and their agents may collect, use, retain, transfer, disclose, provide access to and dispose of patients’ personal health information.

This Toolkit uses the term “you” for the sake of clarity and brevity.  The terms “you” and “your” describe the legal obligations of physicians, who are health information custodians when operating their own private practice and who are agents when acting for a hospital (i.e., when they treat patients in the hospital and contribute to patients’ health records in that regard).

Organizations and individuals (i.e., you) must make efforts (to the extent reasonable given the circumstances) to fulfil the key tasks described in this Toolkit, and to protect patients’ privacy and the confidentiality of their personal health information.

What You Need to Do

Compliance Checklist

To comply with the Act, you must:

· designate a contact person for the purposes of the Act,

· identify the purposes for which you collect, use and disclose personal health information,

· only collect, use or disclose your patients’ personal health information if you have your patients’ consent to do so or if the Act allows you to do so without consent,

· only collect, use or disclose your patients’ personal health information if no other information would serve your purpose,

· only collect, use or disclose that amount of information necessary to serve your purpose and follow reasonable information practices to protect your patients’ personal health information against theft, loss and unauthorized access, copying, modification, use, disclosure and disposal,

· take reasonable steps to ensure that your patients’ personal health information is as accurate, complete and up-to-date as needed for its use or disclosure,

· establish and maintain appropriate information practices and tell your patients about these practices (note: the rest of this Toolkit will help you develop these information practices),

· develop and make available a written statement on:

· your information practices (in general terms), 

· your contact person’s contact information, and 

· your access, correction, inquiry and complaints procedures,

· develop procedures to:

· identify when a use or disclosure of personal health information is beyond what is described in the written statement,

· notify affected patients about such a use or disclosure, and

· make and keep notes of such a use or disclosure in or linked to the affected patient’s personal health record,

· train your staff, volunteers and others acting on your behalf to follow your information practices and your procedures, and

· take reasonable steps to protect personal health information that you transfer to others (for example, including privacy clauses in your contracts with agents).

NOTE TO USER:  When you use this Statement, you must ensure that you have included all of your proposed uses and disclosures.  If you use or disclose a patient’s personal health information, without the patient’s consent, in a manner that is not described on the Statement, you must:  (a) inform the patient of this as soon as possible unless the patient does not have a right of access to their personal health record, and (b) make and keep a note of the use or disclosure in or linked to the affected patient’s personal health record.
Sample Written Statement of Information Practices

	Collection of Personal Health Information

We collect personal health information about you directly from you or from the person acting on your behalf.  The personal health information that we collect may include, for example, your name, date of birth, address, health history, records of your visits to [the Practice/Physician] and the care that you received during those visits.  Occasionally, we collect personal health information about you from other sources if we have obtained your consent to do so or if the law permits.

	Uses and Disclosures of Personal Health Information

We use and disclose your personal health information to:

· treat and care for you,

· get payment for your treatment and care (from OHIP, WSIB, your private insurer or others),

· plan, administer and manage our internal operations,

· conduct risk management and quality improvement activities,

· teach,

· conduct research,

· compile statistics,

· comply with legal and regulatory requirements, and 

· fulfil other purposes permitted or required by law. 

	Your Choices

You may access and correct your personal health records, or withdraw your consent for some of the above uses and disclosures by contacting us (subject to legal exceptions).
	How to Contact Us

Our privacy contact person is (.

For more information about our privacy protection practices, or to raise a concern you have with our practices, contact us at:

[Address, fax, email, telephone number and website]

You have the right to complain to the Information and Privacy Commissioner/Ontario if you think we have violated your rights.  The Commissioner can be reached at:

[Address, fax, email, telephone number and website]

	Important Information

· We take steps to protect your personal  health information from theft, loss and unauthorized access, copying, modification, use, disclosure and disposal.

· We conduct audits and complete investigations to monitor and manage our privacy compliance.

· We take steps to ensure that everyone who performs services for us protect your privacy and only use your personal health information for the purposes you have consented to.
	


Contact Person

The Rule

You must designate a contact person to:

· help you to comply with the Act

· ensure that all of your agents (including employees, volunteers and others) are informed of their legal duties under the Act)

· respond to patient requests to access or correct their personal health records

· answer questions about your information practices

· deal with inquiries and complaints about possible violations of the law

What You Need To Do 

· Designate a contact person or assume the role yourself.  

· Assign responsibility to the contact person to develop procedures to respond to:

· patients who ask to review their personal health records,

· patients who ask to correct their personal health records, and 

· inquiries or complaints about possible violations of the law.  

What You Should Do

The duties listed under the heading What You Need To Do are those required by the Act.  You may wish to broaden or complement the contact person’s duties to include other work aimed at ensuring your overall compliance with the Act.

For example, the contact person could be responsible for:

· making an assessment of the information you collect and how it is used and disclosed,

· conducing privacy impact assessments and privacy audits of information use,

· developing privacy policies, procedures and tools, and

· informing and assisting agents on privacy matters.

Consent

The Rule

	Generally, you need either express or implied consent before you may collect, use or disclose personal health information.  When you collect, use and disclose personal health information for health care purposes, you can usually rely on implied consent.  If the purpose is something other than health care, you must often obtain express consent.  There are also specified circumstances where you may collect, use or disclose personal health information without consent.


Note:
This section relates to consent to the collection, use and disclosure of personal health information, and not to consent to treatment.  The Act has not changed the consent to treatment rules.

What You Need To Do

Implied Consent

There are many circumstances where you may rely on consent that can be implied from your patients’ behaviour.  The following explains implied consent and when you may rely upon it.  It also sets out guidelines to ensure you are correctly relying on implied consent.

What is Implied Consent?

Implied consent permits you to conclude from surrounding circumstances that a patient would reasonably agree to the collection, use or disclosure of the patient’s personal health information.

Example:
If you ask patients for personal health information to open a record and they answer your questions, you can infer their consent to the collection of their information.

When is Implied Consent Acceptable?

You may rely upon your patients’ implied consent if you are a health information custodian collecting, using and disclosing personal health information to provide health care,

Note:  
A health information custodian who receives a patient’s personal health information from the patient, the substitute decision-maker or another health information custodian for the purpose of providing or assisting in providing health care to the patient may assume that it has the patient’s implied consent to collect, use and disclose the information for health care purposes, unless the health information custodian is aware that the patient has expressly withheld or withdrawn the consent.

Guidelines for Relying on Implied Consent

To ensure that your reliance on implied consent is proper:

· give your patients the information they need to understand why you are collecting their information and how you may use or disclose it,

· do so by posting notices or placing brochures in high traffic areas and waiting rooms:

· describing why you collect, use and disclose personal health information, and

· informing patients that they may withhold or withdraw their consent and providing information on how they can do so,

· if you have done this, and your patients have not withheld or withdrawn their consent, you may rely on your patients’ implied consent.

Remember:
Consent may never be implied if patients specifically state that their personal health information may not be collected, used or disclosed.

See page 8 for a sample notice.

Express Consent

The following explains express consent and when it is required.  It also sets out guidelines for obtaining express consent.

What Is Express Consent?

Express consent is obtained when patients explicitly agree to the collection, use and disclosure of their personal health information.

Express consent can be given in writing, orally, by telephone or electronically.

When Is Express Consent Required?

You must get your patients’ express consent if you are: 

· disclosing personal health information to someone other than a health information custodian,

Example:
You must get express consent if you are disclosing personal health information to an employer or insurance provider.

· disclosing personal health information to another health information custodian for a purpose other than providing or assisting in providing health care,

Example:
You must get express consent if you are disclosing personal health information to another health information custodian for the purpose of research (unless certain conditions and restrictions are met).  See the Research section for additional guidance.

Withdrawal of Consent

Patients may withdraw their consent at any time.  

Patients who want to withdraw their consent must notify you that they no longer consent to your collection, use and disclosure of their personal health information.  

A patient’s withdrawal has no effect on information you collected, used or disclosed before the patient withdrew consent, but has effect from the time it is received.
If the withdrawal of consent will compromise patient care, be sure to discuss the effect of the withdrawal with the patient and carefully document the withdrawal and these discussions in the patient’s health record.

Patient Capacity

To be capable of consenting, a patient must be able to understand:

· the information needed to make a decision on whether or not the patient should consent to the collection, use or disclosure of personal health information, and

· the consequences of giving, withholding or withdrawing consent.

A patient’s ability to consent may change from time to time.  For example, a patient’s ability to consent may vary depending upon the patient’s condition and the type of information involved.  

You may presume a patient is capable of consenting unless you have reason to believe otherwise.  For instance, if a patient says or does nothing to make you doubt the patient’s capacity when you are asking for consent, you may rely on the consent (whether you see them in person or speak to them on the telephone).  

If you determine that the patient does not have the capacity to consent and the patient has not applied for a review of your determination to the Consent and Capacity Board, you should get the patient’s substitute decision-maker’s consent instead.  If a substitute decision-maker is acting on the patient’s behalf for matters related to treatment, personal care service or admission to a care facility (under the Health Care Consent Act, 1996), that person would also consent to the collection, use or disclosure of the patient’s personal health information if the information is related to the treatment, personal care service or admission to a care facility.

When a patient is not capable of providing consent you may get consent (ranked in order as listed) from the patient’s:

· guardian (if the guardian has the authority to make such decisions),

· attorney for personal care or attorney for property (if the attorney has the authority to make such decisions),

· representative (appointed by the Consent and Capacity Board under the Health Care Consent Act, 1996 if the representative has the authority to give the consent),

· spouse or partner,

· child, custodial parent, or children’s aid society or other person legally entitled to give or withhold consent in place of a parent (Note: where this is the situation, the child’s parent cannot consent on behalf of the child),

· parent with access rights,

· brother or sister, and 

· any other relative (related by blood, marriage or adoption).

If the patient has died, you can get consent from the patient’s estate trustee or someone who is in charge of administering the patient’s estate.

To consent for a patient, the person must be:

· included in the list above,

· available and capable of consenting, 

· at least 16 years old or the patient’s parent, 

· willing to assume responsibility for giving or refusing consent, 

· free of any court order or separation agreement prohibiting them from having access to or consenting for the patient, and

· the highest ranked person on the list of potential substitute decision-makers who is available and capable of consenting.

If a patient is not capable of consenting and you cannot find anyone capable of consenting on their behalf and willing to take on this role, contact the Public Guardian and Trustee who can consent for the patient.

The Public Guardian and Trustee can also give consent if two or more equally high-ranking substitute decision-makers disagree about whether to consent.  The Public Guardian and Trustee breaks the deadlock.

Children and Teenagers

Children of any age are presumed to have the capacity to consent to the collection, use and disclosure of their personal health information.  Do not presume capacity if it is not reasonable to do so in the circumstances.

For children under 16, a parent or other lawful guardian may consent to the collection, use or disclosure of personal health information even if the child has capacity, unless the information relates to:

· treatment within the meaning of the Health Care Consent Act, 1996 about which the child has made his or her own decision, or

· counselling in which the child has participated on his or her own under the Child and Family Services Act.

When you need consent for the collection, use or disclosure of information about a child less than 16, you may either obtain it from that child, if capable, or the parent or other lawful guardian (but not the access parent, unless such a parent has been lawfully authorized in place of the custodial parent to make information decisions).  If there is a conflict between the child and the parent, the capable child’s decision prevails with respect to the consent.

NOTE TO USER:  This Sample Consent Form provides a sample list of purposes for the collection, use and disclosure of personal health information where express consent is required under the Act.  You should consider whether your intended purpose for the collection, use and disclosure of personal health information requires express consent and amend this form to include all such purposes.  If you choose to rely on express oral consent, no such form is needed.

Sample Consent Form

Consent to the Collection, Use and Disclosure
of Personal Health Information

I, _________________________________, have reviewed the [Practice]’s written statement concerning the collection, use and disclosure of personal health information.

I understand that the [Practice] is seeking my consent for it to collect, use and/or disclose my personal health information from me or from the person acting on my behalf to:

______
conduct patient satisfaction surveys, and

______
teach outside the [Practice]. 
[Insert other relevant purposes.]

I understand that the [Practice] will only collect, use and disclose my personal health information with my consent [as set out in its privacy policy] unless a particular collection, use or disclosure is permitted or required by law without my consent.

I also understand that I can refuse to sign this consent form.  I can also withdraw my consent any time by writing to (.

I hereby authorize [Practice] to collect, use and disclose my personal health information for the purposes that I have indicated above.

	Name:
	

	Signature:
	
	Date:
	


Sample Withdrawal of Consent Form

Withdrawal of Consent

I, ___________________________________, wish to withdraw my consent to any further use or disclosure by [Practice/Physician name] of my personal health information as described below, OR wish to put the noted conditions on any further use or disclosure of my personal health information: 

	

	

	


	Name:
	

	Signature:
	
	Date:
	


Collection, Use and Disclosure

Key Points

· You must only collect, use and disclose your patients’ personal health information in compliance with the law.

· This means you must not collect, use or disclose patients’ personal health information unless:

· you have the patients’ consent and your collection, use or disclosure is, to the best of your knowledge, necessary for a lawful purpose, or

· the collection, use or disclosure is permitted or required by the Act.

· You must identify the purposes for which you collect your patients’ personal health information in your written statement.

· You must not collect, use or disclose more personal health information than is reasonably necessary to meet your purposes.  This limitation does not apply to collections, uses or disclosures required by law.

· You must not collect, use or disclose personal health information if other information will serve your purposes.

· If you collect personal health information in contravention of the Act, you must not use or disclose it unless you are required by law to do so.

· You must not charge patients a fee for collecting or using their personal health information, unless permitted to do so under the Act.

· When disclosing personal health information, you must not charge fees that exceed the prescribed amount or, if no amount is prescribed, a reasonable cost recovery charge.

The Rule

Generally, you will collect, use and disclose personal health information for health care purposes.  However, you might also collect, use and disclose personal health information for other purposes.  These other purposes might include financial reimbursement, education, research, statistics, public health regulation compliance, litigation, quality improvement and other purposes permitted or required by law.

The law generally says that you need either express or implied consent when you collect, use or disclose personal health information.  When you collect, use and disclose personal health information for health care purposes, you can usually rely on implied consent.  

If the purpose is something other than health care, you must often obtain express consent.  There are also specified circumstances where you may collect, use or disclose personal health information without consent.  See the Consent section for more information and guidelines on consent. 

In addition, unless you can rely on an exemption under the law, you must:

· identify the purposes for which you collect, use and disclose your patients’ personal health information (this would be done in your written statement – see the General Privacy Compliance section for guidelines on the written statement),

· limit your collection, use and disclosure to information that is reasonably necessary to serve your purposes, and

· not collect, use and disclose personal health information if other information will serve your purposes.

Collection

What You Need To Do

· You must only collect your patients’ personal health information in compliance with the law.

· You must identify the purposes for which you collect your patients’ personal health information in your written statement.

*
See the Consent section for guidelines on when you may collect personal health information with implied or express consent or without consent.

*
See the General Privacy Compliance section for guidelines on the written statement.

What You Should Do

· Define scopes of practice and job responsibilities for health care professionals and staff to identify who requires personal health information, what information they require, and for which purpose.

· Inform health care professionals and staff:

· about who collects what personal health information (to limit duplication of collection),

· about the consent requirements for collection,

· about restricting the collection of personal health information to the purposes for which you have consent or which are permitted or required by law, and

· about restricting the collection of personal health information to the information that is required.

· Regularly review your collection practices to ensure compliance with the Act.

Use

What You Need To Do

· You must only use your patients’ personal health information in compliance with the law.

· You must identify the purposes for which you use personal health information in your written statement.

*
See the Consent section for guidelines on when you may use personal health information with implied or express consent or without consent.

*
See the General Privacy Compliance section for guidelines on the written statement.

What You Should Do

· Develop policies on who is authorized to use your patients’ personal health information and for which purpose.

· Inform health care professionals and staff about:

· the purposes for which they may use personal health information,

· the consent requirements for use,

· when other information will suffice, and

· the need to restrict the use of personal health information to the purposes for which you have consent or which are permitted or required by the law.

· Develop policies to address consent requirements.

· Caution your agents with whom you share personal health information for non-health care purposes that:

· the information is only to be used for the purposes for which it was shared, unless the use is permitted or required by the Act, and

· the information must be returned or disposed of securely once that purpose has been fulfilled.

· Consider whether de-identified information can be used to serve the same purpose (e.g., for research or quality of care purposes).

Preventing Unauthorized Use by Authorized Users

· Ensure staff members have clearly defined responsibilities related to the use of personal health information.

· Develop guidelines and inform internal agents (e.g., staff) that personal health information must only be accessed for authorized uses (for example, staff cannot look up information about family members, friends etc.).

· Track and audit staff access to personal health information.

· Ensure external agents (e.g., suppliers) who use personal health information can be held accountable and have an enforceable duty to keep the information secure.

· Where reasonable, use non-disclosure agreements that require:

· limiting the use of personal health information to the purpose for which it was provided, 

· de-identifying personal health information, where practical,

· putting in place physical, administrative and technological security measures to reduce the risk of unauthorized use and disclosure, and

· destroying or having a designated person destroy personal health information after the purpose has been met, if permitted by law.

Use of Personal Health Information by the Circle of Care

“Circle of care” is not defined in the Act but refers to those in the health care team who are actually involved in the care or treatment of a particular patient.  The term “circle of care” describes those:

· health care practitioners and groups of health care practitioners,

· public and private hospitals,

· pharmacies,

· laboratories,

· ambulance services,

· community care access corporations,

· community service providers (defined in the Long-Term Care Act),

· psychiatric facilities,

· independent health facilities,

· homes for the aged, rest homes, nursing homes, care homes and homes for special care, and

· community health or mental health centres, programs and services whose primary purposes are providing health care, 

who provide health care or assist in providing health care to a particular patient.  

Members of a particular patient’s “circle of care” can provide health care to the patient, confidently assuming that they have consent to collect, use and disclose the patient’s personal health information for that care, unless they know that the patient has expressly withheld or withdrawn consent.

Disclosure

What You Need To Do

· You must only disclose your patients’ personal health information in compliance with the law.

· You must identify the purposes for which you disclose personal health information in your written statement.

*
See the Consent section for guidelines on when you may disclose personal health information with implied or express consent or without consent.

*
See the General Privacy Compliance section for guidelines on the written statement.

What You Should Do

When assessing third party disclosure requests:

· Inform all staff that disclosure requests must be evaluated on the basis of the type, purpose and requesting party, and whether other information can serve the purpose for which disclosure of personal health information is sought.

· Inform all staff on the consent requirements for disclosure, including when personal health information can be disclosed without consent.

· Develop a policy that incorporates the following steps:

· verifying the identity of the requesting party,

· seeking assistance from an appropriate resource, such as the contact person, legal counsel or a mental health practitioner if a request is unusual or if there is uncertainty about whether disclosure should be made,

· assessing whether further consultation is necessary and whether further legal processes may apply if the disclosure is required by law,

· including written consent in the patient’s personal health record, or documenting the date of consent, and date of disclosure in the patient’s personal health record, where express consent is necessary,

· designating a resource (e.g., the contact person) to be responsible for:

· understanding the rules governing disclosure of personal health information, and

· recognizing when you need to consult with others.

Lock Boxes

“Lock box” is not defined in the Act but it is an important concept about patients’ ability to control their own personal health information.

Patients have the right to expressly instruct you not to use specified personal health information for health care purposes.  Patients can also expressly instruct you not to disclose specified personal health information to others (even to others within their circle of care).

The term “lock box” describes the limits that patients can place on the use and disclosure of their personal health information.

If you disclose personal health information about a patient to another member of the patient’s circle of care, but the patient has restricted (or locked) you from disclosing all of the personal health information that you consider reasonably necessary to provide health care, you must flag for the recipient that the information is incomplete because the patient has “locked” it.

If you receive this kind of notice from another member of your patient’s circle of care, you may choose to discuss the fact that information is restricted with the patient.  For example, you can talk about the impact of the restriction on treatment.  But you must obtain the patient’s express consent before accessing and using the locked information.

Note, however, that a patient cannot restrict a use or disclosure that the Act otherwise permits or requires.  The Act trumps the lock box.  For example, you may disclose locked personal health information where, in your professional opinion, you need to disclose the information to prevent serious bodily harm or to reduce a significant risk of it happening to any person.

The lock box provisions take effect on November 1, 2004 when the Act comes into force.  However, under the Act, hospitals are not required to comply until November 1, 2005. 

Disclosure Tables

The issue of disclosure is complex.  The following tables provide a pictorial representation of the most common examples of disclosures to help you determine when disclosure must or can be made.  See the Consent section for further information on disclosures that must or can be made without consent.

Mandatory Disclosure

The Act specifically permits the disclosure of personal health information for a number of purposes as required by other statutes.  Consent is not required for these specific purposes.  For example, you are required to provide the following information:

	To whom disclosure must be made 
	What information must be disclosed
	Authority

	Aviation Medical Advisor 
	Information about flight crew members, air traffic controllers or other aviation licence holders who have a condition that may impact their ability to perform their job in a safe manner 
	Aeronautics Act

	Chief Medical Officer of Health or Medical Officer of Health 
	Information to diagnose, investigate, prevent, treat or contain communicable diseases
	Health Protection and Promotion Act

Personal Health Information Protection Act

	Chief Medical Officer of Health or Medical Officer of Health or a physician designated by the Chief Medical Officer of Health
	Information to diagnose, investigate, prevent, treat or contain SARS
	Public Hospitals Act

	Children’s Aid Society
	Information about a child in need of protection (e.g., abuse or neglect)
	Child and Family Services Act

	College of a regulated health care professional
	Where there are reasonable grounds to believe a health care professional has sexually abused a patient, details of the allegation, name of the health care professional and name of the allegedly abused patient

The patient’s name can only be provided with consent

You must also include your name as the individual filing the report.
	Regulated Health Professions Act

	College of a regulated health care professional
	A written report, within 30 days, regarding revocation, suspension, termination or dissolution of a health care professionals’ privileges, employment or practice for reasons of professional misconduct, incapacity or incompetence 
	Regulated Health Professions Act

	College of Physicians and Surgeons of Ontario 
	Information about the care or treatment of a patient by the physician under investigation
	Public Hospitals Act

Notice must be given to the Chief of Staff and the administrator of the hospital

	Coroner or designated Police Officer
	Facts surrounding the death of an individual in prescribed circumstances (e.g., violence, negligence or malpractice)

Information about a patient who died while in the hospital after being transferred from a listed facility, institution or home

Information requested for the purpose of an investigation
	Coroners Act 

	Minister of Health and Long-Term Care
	Information for data collection, organization and analysis
	Public Hospitals Act

	Ontario Health Insurance Plan
	Information about the funding of patient services
	Public Hospitals Act

	Order, warrant, writ, summons or other process issued by an Ontario court
	Information outlined on the warrant, summons, etc.
	Personal Health Information Protection Act

	Physician assessor appointed by the Ministry of Health and Long-Term Care
	Information to evaluate applications to the Underserviced Area Program
	Public Hospitals Act 

	Registrar General
	Births and deaths
	Vital Statistics Act

	Registrar of Motor Vehicles
	Name, address and condition of a person who has a condition that may make it unsafe for them to drive
	Highway Traffic Act

	Subpoena issued by an Ontario court
	Information outlined in the subpoena
	Personal Health Information Protection Act

	Trillium Gift of Life Network
	For tissue donations or transplants purposes, notice of the fact that a patient died or is expected to die imminently (not in force yet)
	Trillium Gift of Life Network Act

Consent must be decided jointly with the Network to determine the need to contact the patient or substitute decision-maker

	Workplace Safety and Insurance Board
	Information the Board requires about a patient receiving benefits under the Workplace Safety and Insurance Act
	Workplace Safety and Insurance Act


The following tables outline examples of where personal health information may be disclosed.  See also the Consent section for additional information on permitted disclosures.

Disclosure for Health Related Programs and Legislation

	Person requesting health record or patient information
	Purpose
	Consent Needed
	Authority to release information

	Ambulance services operator or delivery agent or the Minister
	Administration/enforcement of the Ambulance Act
	No
	Ambulance Act

	Cancer Care Ontario, Canadian Institute for Health Information, Institute for Clinical Evaluative Sciences or Pediatric Oncology Group of Ontario
	To analyze or compile statistical information
	No
	Personal Health Information Protection Act regulations†

	Chief Medical Officer of Health, Medical Officer of Health or a physician designated by the Chief Medical Officer of Health
	To report communicable diseases
	No
	Health Protection and Promotion Act

	College of Pharmacists Investigator
	Administration/enforcement of the Drug Interchangeability and Dispensing Fee Act
	No
	Drug Interchangeability and Dispensing Fee Act

	College under the RHPA, or Social Work and Social Services Act, or Board of Regents under the Drugless Practitioners Act
	Administration/enforcement of the relevant statutes
	No
	Personal Health Information Protection Act

	Deputy Minister of Veteran’s Affairs or person with express direction
	To review the information about the care received by a member of the Canadian Armed Forces
	No
	Public Hospitals Act

	Individual assessing patient capacity, who is not providing care to the patient
	To assess capacity under the Substitute Decisions Act, Health Care Consent Act, or Personal Health Information Protection Act
	No
	Substitute Decisions Act; Health Care Consent Act; Personal Health Information Protection Act

	Minister Inspector
	Administration/enforcement of the Public Hospitals Act
	No
	Public Hospitals Act

	Minister Inspector
	Enforcement of the Drugs and Pharmacy Regulation Act
	No
	Drugs and Pharmacy Regulation Act

	Public Guardian and Trustee 
	To investigate an allegation that a patient is unable to manage their property
	No
	Public Hospitals Act; Personal Health Information Protection Act

	Public Guardian and Trustee, Children’s Lawyer, Residential Placement Advisory Committee, Registrar of Adoption of Information, Childrens’ Aid Societies
	To carry out their duties and, for the PGT, to investigate serious adverse harm resulting from alleged incapacity
	No
	Personal Health Information Protection Act


Disclosure to Lawyers, Insurance Companies, Adjusters, Investigators

	Person requesting health record or patient information
	Purpose
	Consent Needed
	Authority to release information

	Lawyers, Insurance Companies, Adjusters on behalf of a patient
	To assist a patient with a claim or proceeding
	Yes
	Express consent

	Lawyers, Insurance Companies, Adjusters, Investigators on behalf of a third party, if the third party is an agent or former agent of the physician
	To assist the third party with a proceeding
	No
	Personal Health Information Protection Act


Disclosure to Legal Authorities and Law Enforcement 

	Person requesting health record or patient information
	Purpose
	Consent Needed
	Authority to release information

	Head of penal or custodial institution or an officer in charge of a psychiatric facility where the patient is being lawfully detained
	To assist with health care or placement decisions
	No
	Personal Health Information Protection Act

	Investigator or Inspector
	To conduct an investigation or inspection authorized by a warrant or law
	No
	Personal Health Information Protection Act

	Police without a warrant
	Legal authorities and law enforcement
	Yes
	Express consent

	Police without a warrant
	Where there are reasonable grounds to believe that the disclosure is necessary for the purpose of eliminating or reducing a significant risk of serious bodily harm
	No
	Personal Health Information Protection Act

	Probation and Parole Services
	Legal authorities and law enforcement
	Yes
	Express consent


Sample Confidentiality Agreement

I acknowledge that I have read and understood the [(] policies and procedures on privacy, confidentiality and security.

I understand that:

· all confidential and/or personal health information that I have access to or learn through my employment or affiliation with [(] is confidential,

· as a condition of my employment or affiliation with [(], I must comply with these policies and procedures, and

· my failure to comply may result in the termination of my employment or affiliation with [(] and may also result in legal action being taken against me by [(] and others.
I agree that I will not access, use or disclose any confidential and/or personal health information that I learn of or possess because of my affiliation with [(], unless it is necessary for me to do so in order to perform my job responsibilities.  I also understand that under no circumstances may confidential and/or personal health information be communicated either within or outside of [(], except to other persons who are authorized by [(] to receive such information.

I agree that I will not alter, destroy, copy or interfere with this information, except with authorization and in accordance with the policies and procedures.

I agree to keep any computer access codes (for example, passwords) confidential and secure.  I will protect physical access devices (for example, keys and badges) and the confidentiality of any information being accessed.

I will not lend my access codes or devices to anyone, nor will I attempt to use those of others. I understand that access codes come with legal responsibilities and that I am accountable for all work done under these codes. If I have reason to believe that my access codes or devices have been compromised or stolen, I will immediately contact the [(]. 

	Name (Please Print)
	Signature
	Date


Sample Consent to Disclose Personal Health Information Form

	I
	
	hereby authorize
	

	(Practice/Physician name)

	to disclose the following personal health information: 

	

	

	(Description of personal health information to be disclosed and dates of contact)

	to
	

	

	(Name and address of person/agency requesting information)

	from the records of
	

	
(Name of Patient)
(Birth date)

	Mailing Address of Patient:
	

	

	I understand that this personal health information is to be used only by the recipient for the purposes of:

	

	

	Date:
	
	

	I hereby waive any and all claims against [Practice/Physician name] in connection with the disclosure of this personal health information.

	Witness:
	
	Signed by:
	

	
	
	
	(Patient or Substitute Decision-Maker)

	Date:
	
	
	

	
	
	
	(Relationship to the Patient)


Accessing Health Records

The Rule

Except under special circumstances, patients have the right to access their personal health records.

Patients or their substitute decision-makers may request access to their personal health records orally or in writing.  Oral requests are routine when the patient is still receiving care, and the Act does not prohibit you from responding to oral requests.  The request must be in writing, however, to invoke the rights and procedural requirements set out in the Act. 

The Act does not prevent you from informally communicating with your patients or their substitute decision-makers.  The access rules in the Mental Health Act are repealed as of November 1, 2004, and the transitional rules found in the Act apply; however, if you received an access request before November 1, 2004, the access rules found in the Mental Health Act apply to that request. 

Note:  
The term “access” refers to access by patients or their substitute decision-makers.  The term “disclosure” refers to access by individuals other than patients or their substitute decision-makers.  See the Collection, Use and Disclosure section for more information on disclosure to others.  For the sake of brevity, the term “requestor” is used to describe patients and substitute decision-makers in this section of the Toolkit.

What You Need To Do

If you are asked for access to a personal health record:

· Verify the patient’s identity or substitute decision-maker’s authority.

· Determine if the request contains enough detail to let you reasonably find the record.  If you need more information to find the record, work with your patient to obtain the information you require.  If you cannot find the record after a reasonable search, tell the requestor so in writing.

· Determine if one of the legal exceptions applies to providing access.  See the table on pages 33 to 34 for a description of where you may refuse access.

· If a legal exception applies:

· tell the requestor in writing that you are refusing access, in whole or in part, and why you are doing so,
· where possible, sever the record and provide access to the part of the record where no legal exception applies,
· tell the requestor about your complaints procedure, and that if the requestor is not satisfied with your resolution of the complaint, the requestor can complain to the Commissioner, and

· in some circumstances, you cannot even tell the requestor that a personal health record exists.

Guidelines for refusing access are found at page 33.

· If no legal exception applies and you can find the record, arrange to provide access.  You can provide access by showing the requestor the original record.  If you choose to show the requestor the original record, you should arrange for the requestor to be monitored while viewing the record to ensure that it is not altered in any way.  You can also provide access by giving the requestor a copy of the record.  You must provide a copy if the requestor asks for a copy.

· If reasonably practical, answer any questions about any medical terms or abbreviations used in the record.

· Put policies and procedures in place to handle access requests.

· Make available a written statement telling patients and substitute decision-makers who to contact and what to do if they want to see their personal health record.  See the General Privacy Compliance and Contact Person sections for more information on the written statement and the contact person.

What You Should Do

· Train all staff to direct a requestor to your contact person if they want access to a personal health record.

· Forward all access requests to your contact person.  The contact person can also help to complete a request form for access to the personal health record.

· Document the date of the request for access in the patient’s personal health record.

Fees for Providing Access

You may charge a fee to provide access to a personal health record if you first give the requestor an estimate of the fee.

The fee you charge cannot exceed either a prescribed amount or, if no amount is prescribed, a reasonable cost recovery charge.

You may waive payment of all or any part of the fee if it is fair to do so.

Note:  The Regulations do not currently prescribe a fee.

Timeframe to Respond to a Request for Access

Respond to requests for access as soon as possible.  If you need more than 30 days to respond to a request for access, provide the requestor with written notice of an extension.  

An extension is only permitted if: 

· replying to the request within 30 days would reasonably interfere with your activities because locating the personal health record requires a complex search, or

· the time required to undertake the necessary consultations would make it reasonably impractical to reply within 30 days.

The written notice of an extension should explain:

· when you will respond, and

· why an extension is needed.

An extension cannot exceed an additional 30 days.

If you do not provide access within the stated time period, the requestor can assume that you have refused the request.

Urgent Requests for Access

If a requestor can satisfy you that the request is urgent, you must provide access within the requested time period, if it is reasonable to do so.  

Refusing a Request for Access

The table below lists circumstances where you may refuse access to personal health records.  

Even when a restriction to access exists, a requestor has a right to access personal health information not related to the restriction.  You must sever the restricted information from the rest of the record, and give the requestor access to the remaining information.

You should tell requestors that their request has been refused and, where appropriate, give reasons for the refusal.  There may be situations where access is refused and you do not confirm or deny the existence of a record.  This is context specific and you may need to confer with a psychologist, legal counsel or the Commissioner about how reasons for your refusal should be communicated.

You should tell requestors that they can complain about your refusal to the Commissioner.  You should also provide information on how to contact the Commissioner.

Guidelines for Refusal of Access

In each of the following situations, you should provide access to the part of the record that is not impacted by the reason for refusal and that can reasonably be severed from the record.

	Reason for Refusal of Access
	Follow-Up Notification to Requestor

	
	State you are refusing the request (in whole or in part) and reason for the refusal
	State you are refusing to confirm or deny the existence of any record

	The record contains quality of care information
	(
	

	The record contains information collected/created to comply with the requirements of a quality assurance program under the Health Professions Procedural Code that is Schedule 2 to the Regulated Health Professions Act
	(
	

	The record contains raw data from standardized psychological tests or assessments
	(
	

	The record (or information in the record) is subject to a legal privilege that restricts disclosure to the requestor
	(
	

	Other legislation or court order prohibits disclosure to the requestor
	(
	

	The information in the record was collected/created in anticipation of or use in a proceeding that has not concluded
	
	(

	The information in the record was collected/created for an inspection/investigation/similar procedure authorized by law that has not concluded
	
	(

	Granting access could reasonably be expected to result in a risk of serious harm to the patient or to others  (Where this is suspected you may consult a physician or psychologist before deciding to refuse access)
	
	(

	Granting access could lead to the identification of a person who was required by law to provide the information in the record
	
	(

	Granting access could lead to the identification of a person who provided the information in the record in confidence (either explicitly or implicitly) and it is considered appropriate to keep the name of this person confidential
	
	(

	The request for access is frivolous, vexatious or made in bad faith
	(
	

	The identity or authority of the requestor cannot be proven by the requestor
	(
	


Failing to Respond to a Request for Access

If you fail to respond to a request for access within the time required by the Act, you will be deemed to have refused the request.

Requestors can complain to the Commissioner about your refusal of a request for access.  You will have to justify your decision to refuse access.

It is an offence under the Act to dispose of records so that you do not have to respond to a request for access.  You may face penalties if you commit this offence.

Sample Form to Request Access
to Personal Health Record

Information and Instructions

We will provide you with access to your personal health record, unless a legal exception applies.  We will review all health record access requests, and will make every effort to respond to your request in a timely fashion.  

PART A:  REQUESTOR INFORMATION

Patient Contact Information:

	Last Name


	First Name
	Initials

	Mailing Address


	
	

	Telephone Number


	Date of Birth
	


If you are a substitute decision-maker, your contact information:

	Last Name


	First Name
	Initials

	Mailing Address


	
	

	Telephone Number


	
	


PART B:  ACCESS REQUEST

1.
Please describe what you need and include details that will help us locate the record (e.g., dates, name of healthcare provider, etc.).

	

	


2.
How would you prefer to access this information?  Please check off: 

 FORMCHECKBOX 

Receive hard copies of originals

 FORMCHECKBOX 

Receive electronic copies of originals (please supply storage medium) 

 FORMCHECKBOX 

Examine originals in the facility

	Signature
	Name (print)
	Date


Sample Letter for Extension to Comply with Request

XXX Street

City/Town, Ontario  ABC 123 

Date

Dear Sir/Madam,

RE:
Request for Access to Personal Health Record of [Patient’s Name] (Health Record #:)
An extension of _____ days is required to address your request to access the personal health record of the individual named above.  While every effort is made to retrieve the information requested, this extension is required for the following reason: [Reason for extension].

If you have any concerns or questions please contact _________________ (Contact Person).  If they are unable to resolve your concerns, you may file a complaint with the Information and Privacy Commissioner/Ontario, who may be contacted at: [Contact information for the Information and Privacy Commissioner/Ontario].  

Sincerely,

[Name, Title]

Sample Refusal of Access Letter

XXX Street

City/Town, Ontario  ABC 123 

Date

Dear Sir/Madam,

RE:
Request for Access to Personal Health Record of [Patient’s Name]   

Your request for access to the personal health record has been declined for the following reason: [Reason for declining request].

If you have any questions or concerns please contact __________________  (Contact Person).  If we are unable to resolve your concerns, you may contact the Information and Privacy Commissioner/Ontario, who may be contacted at:  [Contact information for the Information and Privacy Commissioner/Ontario].

Sincerely,

[Name, Title]

Correcting Health Records

The Rule

If you have granted a patient access to his or her personal health record and the patient thinks that the record is not correct or complete for your purposes, the patient may ask you (in writing) to correct the record. 

If the patient makes an oral request for a correction, you may respond to it; however, only written requests invoke the rights and procedural requirements set out in the Act.  

With a few significant exceptions, you must make the requested correction if the patient can show to your satisfaction that the record is not correct or complete for your purposes and also gives you the information you need to make the correction.

A substitute decision-maker can request a correction on a patient’s behalf and will follow the same process to request a correction to the personal health record as the patient.  See the Consent section for more information on substitute decision-makers.  The correction rules in the Mental Health Act are repealed as of November 1, 2004.  This means that as of November 1, 2004, you must comply with the corrections rules found in the Act.

What You Need To Do

· Put policies and procedures in place to handle correction requests.

· Make available a written statement telling patients and substitute decision-makers who to contact and what to do if they want to correct their personal health record.  See the General Privacy Compliance and Contact Person sections for more information on the written statement and the contact person.

Responding to Requests for Correction

If you receive a written request for a correction, you should:

· Verify the patient’s identity or substitute decision-maker’s authority. 

· Verify that the patient or substitute decision-maker has a right of access to the personal health record.  

· Ensure the request for correction relates to a personal health record created by you or your staff. 

· Determine who will validate the request and correct the personal health record.  Confirm that this person has the knowledge, expertise and authority to validate and make the correction.

When making a correction you must:

· record the correct information in the record, and

· cross out the incorrect information (without obliterating it) or, if that is not possible, label the information as incorrect, remove it and store it separately from the record, and keep a link in the record that lets you trace the incorrect information.

If it is not possible to record the correct information in the record, you must put a practical system in place to:

· inform anyone who uses the record that the information in the record is incorrect, and

· direct that person to the correct information. 

Once you correct the personal health record:

· tell the patient in writing how the correction was made, and

· if the patient asks you to do so and to the extent reasonably possible, tell others in writing to whom you have disclosed the incorrect information of the correction, unless the correction cannot reasonably be expected to affect the ongoing provision of health care or otherwise benefit the patient.

What You Should Do

· Develop procedures to determine who should assess requests for correction and make corrections.  

· Where practical, refer the request for correction to the author of the personal health record unless the author is not available, there is a question of competence or negligence in the creation of the record or if the patient has specifically requested that another practitioner assess the record. 

· Date and sign corrections.

· Advise any members of the patient’s circle of care of the correction if it affects the patient’s current plan of care.

· Notify anyone who is currently using the personal health record of the correction.

Where You Do Not Have To Make Corrections

You do not have to correct a record:

· that was not made by you and where you do not have sufficient knowledge, expertise and authority to correct the record (this would include your ability to validate the new information being provided),

· if you reasonably believe that the request for correction is frivolous, vexatious or made in bad faith (requests should only be refused for these reasons in the rarest of cases),

· if the patient has failed to demonstrate that the record is not correct or complete, or

· if the patient has not given you the information you need to make the correction.

Note: 
You do not have to correct a professional opinion or observation made in good faith about a patient.

Timeframe for Responding to a Request for Correction

Respond to requests for correction as soon as possible and within 30 days of your receipt of the request.  If you need more than 30 days to respond to a correction request, give the patient a written notice of an extension.

An extension is only permitted if:

· replying to the request within 30 days would unreasonably interfere with your activities, or

· the time required to undertake the necessary consultations would make it reasonably impractical to reply within 30 days.

The written notice of an extension must describe:

· when you will respond, and

· why an extension is needed.

An extension cannot exceed an additional 30 days.

If you do not make a correction within the stated time period, the patient can assume that you have refused the request.

Conflict Resolution: Refusing a Request for Correction

If you refuse a request, tell the patient in writing:

· the reason for your refusal, and

· that the patient can:

· prepare a brief written description of the correction that you refuse to make,

· require you to attach this document to the patient’s personal health record, and make you disclose the document whenever you disclose the information to which it relates,

· require you to make all reasonable efforts to disclose this document to anyone to whom the patient’s personal health record had been disclosed, unless the correction cannot reasonably be expected to affect the ongoing provision of health care or otherwise benefit the patient, and

· complain about your refusal to the Commissioner.

Note:
The patient also has these rights when you are deemed to refuse a request.

If you refuse a request because you think it is frivolous, vexatious or made in bad faith, tell the patient in writing:

· the reason for your refusal, and

· that the patient can complain about your refusal to the Commissioner.

Sample Request Form for Correction
to Personal Health Record

Information and Instructions
We will correct health record information if it is demonstrated, to our satisfaction, that the record is not correct or complete for the purpose for which we collect, use or disclose the information.  We will make every effort to respond to your request in a timely fashion.  Please complete Parts A and B of this Form.  

PART A:  REQUESTOR INFORMATION

Patient Contact Information:

	Last Name


	First Name
	Initials

	Mailing Address



	Telephone Number
	Date of Birth
	


If you are a substitute decision-maker, your contact information:

	Last Name


	First Name
	Initials

	Mailing Address



	Telephone Number
	
	


PART B:  CORRECTION REQUEST  

1.
List or attach the correction requested, with reasons for the correction.

	Requested Correction
	Reasons for Correction

	
	


2.
How do you wish to receive notice of the correction (in writing, by telephone)?

Dealing with Personal Health Information

Storage and Retention

The Rule

You must store your patients’ personal health information in a reasonably secure manner and in accordance with the prescribed requirements, if any.

If your patients’ personal health information is stolen, lost or accessed by unauthorized persons, you must notify your patients as soon as possible.  (There is an exception under the law for researchers.  See the Research section for details.)

The Act does not establish specific retention periods, but does require records containing personal health information to be kept:

· no longer than prescribed by law, and

· for as long as needed to allow a patient to exhaust any legal recourse a patient has regarding a request for access.

What You Need To Do

· Retain your patients’ personal health information in a reasonably secure manner.  See the Security section for guidelines on keeping information secure.

· The steps you take must address your:

· physical security (for example, locked filing cabinets, restricted office access and alarm systems),

· technological security (for example, passwords, encryption and firewalls), and

· administrative controls (for example, security clearances, access restrictions, staff training and confidentiality agreements).

Note:
If you keep electronic health information, make sure you:

· can display and print your records for each patient in chronological order,

· can retrieve your records by the patient’s name and health card number (where applicable),

· keep an audit trail that:


–
records the date and time of each entry for each patient,


–
shows any changes in the record,


–
preserves the original record’s content when changed or updated, and can be printed separately from other patients’ records,

· use password protection or other features to secure the records from unauthorized access, and

· install automatic back-up for file recovery to protect your records from loss and damage.

· Retain personal health records for their minimum retention periods.  This means in every instance you need to know the retention periods various laws prescribe and why the information you are dealing with was collected.

· When patients have requested access to their own personal health records, retain those records as long as needed to allow the patients to exhaust any legal recourse involving the request.

What You Should Do

· Establish procedures for record storage.  These procedures should be based on the guidelines provided in the Security section and CPSO guidelines.

· Establish procedures for record retention.  These procedures should be based on the information in the Summary of Retention Periods.

· Retain clinical records for the periods described in the Summary of Retention Periods.  Retain educational, administrative, funding and research records for as long as you need them to serve their purpose, and then securely dispose of them.

· In deciding how long you need to keep your patients’ personal health information, follow three steps:

· First, consider why you collected the information (for example, for research, funding or clinical purposes).

· Second, consider how long the law requires you to keep the records.

· Third, decide whether under the circumstances you should hold onto the records longer than required to manage legal risks (for example, where patients have sued in the past).

· A general practice is to retain information for 10 years from the time the record was last updated or from when a minor attained the age of majority.

· Consider your own risk management.  What if a patient sues you after the minimum retention period has ended and you have destroyed records that could help defend you?  Before disposing of files, ask yourself whether the patient’s case was one that might lead to a lawsuit.  For example, certain kinds of treatment have a higher incidence of negligence claims (such as gynaecology and obstetrics).  You may want to retain these records for longer periods than legally required.  

· See the Summary of Retention Periods for retention periods for:

· Health Records

· OHIP Records

· Research Records

· Education Records

Disposal

The Rule

You must dispose of your patients’ personal health records in a secure manner.  The Act does not specify disposal methods.

What You Need To Do

· Dispose of your patients’ personal health records in a secure manner.

What You Should Do

· Outline procedures for securely disposing of personal health records and make sure your procedures are always followed.

· For hard copy records, secure disposal means shredding or burning them.

· For electronic records, secure disposal means either physically destroying the media they are stored on (such as a CD) or magnetically erasing or over-writing the information (in such a way that it cannot be recovered).  Encrypting information is not a method of disposal even if the encryption keys are destroyed because it is possible that encrypted information may be recovered at some time in the future.

· For more information on the security aspects of record disposal, see Security – People – Personal Responsibilities for Security.

· When you dispose of personal health records, record:

· the names of the patients whose records were disposed of,

· the dates the records were disposed of, and

· that you properly followed your disposal procedures.

Transfer

The Rule

You may transfer your patients’ personal health records as described in the Act so long as you do so securely.

What You Need To Do

Transfer to Another Facility or Physician

When you transfer your patient’s personal health records to a facility or another physician, you must keep the original record and only transfer a copy.

Note:  This is a requirement of the Medicine Act.

Transfer to a Successor

When you transfer your patients’ personal health records to your successor, make reasonable efforts to notify your patients before transferring their records or, if that is not reasonably possible, as soon as possible afterwards.

Retention Periods for Health Records for Physicians (Private Office Records)

Patient Care Records:

Adults:
10 years after the last entry date, or until the physician stops practicing 

Minors:
10 years after the day the patient turns or would have turned 18 or until the physician stops practicing

Special Notes:

Family medicine and primary care physicians should refer to the CPSO’s special transfer and disposition rules if they plan to stop practicing

Dispensing physicians should refer to Supplementary Tables A and B for retention rules relating to dispensing medications

Investigations

If a notice for an investigation or inspection under the Regulated Health Professions Act, Health Insurance Act or Coroners Act is received, the records must be retained until the investigation or inspection and any subsequent hearing is completed

Patient Access Requests 

A personal health record cannot be disposed of if the patient the record relates to seeks access to those records and has not yet exhausted all avenues allowing for access

Lawsuits 

Where a claim of negligence may arise:

Adults:
A minimum of 15 years from the date on which the act or omission upon which the claim of negligence could be based occurred

Minors: 
A minimum period of 15 years from the date the patient turned 18

In both cases, if the patient cannot commence a claim because of a mental, physical or psychological condition and the individual has no litigation guardian, the records should be kept longer

The rules around discoverability of a negligence claim are complex and are dependent on the specific facts of each case

For specific retention periods regarding individual cases, consult your lawyer

Retention Periods for OHIP Records for Physicians

The Health Insurance Act requires that records be maintained to demonstrate that: 

· an insured service was provided

· the physician provided these services 

· the service was medically and therapeutically necessary 

Records should be kept a minimum of 10 years, in line with statutory retention periods for clinical records, to assist in proving billing was necessary.

Retention Periods for Research Records for Physicians

General Principle

Identifying data should be retained only as long as necessary to fulfill the research purpose; however,

· in a case where a claim of negligence may arise, records should be kept longer

· due to the complexity of the discoverability rules in relation to claims of negligence, for record retention periods for specific research projects, consult your lawyer

· If research is conducted without patient consent, the researcher receiving the information must follow any return restrictions imposed by the originating health information custodian

Supplementary Table A

Retention Periods for Records Relating to Drugs Dispensed under the Ontario Drug Benefit Plan

	Document
	Retention Period

	Statement of daily transaction totals
	2 years from the statement preparation date

	Summary remittance or reject statement from the Minister
	2 years from the statement receipt date

	Claim for payment or reversal submitted to the Ministry, with a record of the claim submission date
	2 years from the claim submission date

	Monthly Ontario drug benefit eligibility card or copy of the cards for each eligible person for whom a drug is dispensed
	2 years from the first drug dispensing date

	Prescription with a no substitution direction and accompanying copy of the Health Canada adverse drug reaction form
	2 years from the receipt date

	Ministry confirmation that drug is to be supplied if it meets the applicable clinical criteria set out in Part III of the Formulary
	2 years from the confirmation receipt date

	For each extemporaneous preparation supplied for an eligible person, the formula, including the compounding time, all of the ingredients and the quantities and cost of those ingredients
	2 years from the supply date

	Where the acquisition cost of a drug is claimed, a copy of the supplier’s invoice and a detailed calculation in accordance with section 14 of the cost of purchasing the drug product
	2 years from the receipt date


Supplementary Table B

Retention Period for Patient Records Relating to Dispensing of Drugs Under The Drugs and Pharmacies Regulations Act

	Document
	Retention Period

	Required dispensing records
	6 years after the last entry date or until the physician stops practicing


Security – Introduction 

The Rule

You must implement reasonable physical, technical and administrative measures to safeguard personal health information.  

You must implement these measures to ensure the security and confidentiality of personal health information.  Specifically, you must:

· prevent unauthorized use, copying or disclosure of the information, 

· protect the information during collection, storage, transfer and disposal, and 

· protect the integrity of the information by preventing unauthorized modification or disposal.

You must also notify your patients as soon as possible if their personal health information is stolen, lost or accessed by unauthorized persons.

The Act does not prescribe specific security standards and safeguards; instead it asks you to take reasonable steps.  What is reasonable depends on the threats, risks and vulnerabilities to which the information is exposed, on the sensitivity of the information and on the extent to which it can be linked to an identifiable individual.  What is reasonable can also be judged by comparing the steps you take with the best practices that other similar organizations with effective security have implemented.

It is clear that taking reasonable steps includes implementing systems and controls that safeguard how you collect, use, modify, disclose, retain, transfer and dispose of personal health information.  These steps cover:

· physical security (for example, locked filing cabinets, restricted office access and alarms),

· technical security (for example, passwords, encryption and firewalls), and

· administrative controls (for example, security clearances, access restrictions, staff training and confidentiality agreements).

The four security sections that follow are designed to help you identify and implement best practices for safeguarding personal health information.  They represent best practices for safeguarding personal health information” as opposed to “What you must do to comply with the law”.  Ultimately, it is up to you to decide what taking reasonable safeguard steps means for your organization, but we strongly suggest that adopting best practices is the approach to take.  Clearly, if you take no steps, you are in violation of the Act.

Security – First Steps

Security Program and Policy

You must take reasonable steps to keep personal health information secure.  What is reasonable may vary depending on your organization’s size and complexity, and the nature and extent of risks faced within the organization.  Large organizations dealing with significant amounts of sensitive personal health information that have internal networks, centrally managed IT and many staff members accessing information electronically will need different security than small offices.  You must decide where your organization falls on the range between large institution and small office.  Scale your measures to a reasonable level that fits your circumstances.

· Give your staff a concise written set of security rules that also explain why the rules must be followed.

· Remember that everyone must play their part in protecting your patients’ personal health information and your facilities.

· The Small Office Applicability sub-sections in this section will help you customize rules that fit your office.  More detailed information is available in the Hospital Privacy Toolkit (available on the OMA website).

Roles and Responsibilities

What You Should Do

Appoint a staff member with overall responsibility for security.

Define, document and communicate the responsibilities of this role and all the other roles required to support your security policy.

· The law makes physicians ultimately responsible for security.

· While all staff play a role, the buck stops with the custodian of personal health information.

· Make clear to your staff what are their security responsibilities (as described in other sections of this Toolkit).  Train staff on these responsibilities when hired.  Ask them to sign that they understand and will abide by their responsibilities. 

· Keep accurate records of the personal health information you store.  Include both hardcopy and electronic information and information that may be outside your office.

· Implement appropriate security measures to protect the information.  At a minimum, store hardcopy information under lock and key and protect electronic information by password.

Security – People

· Lock up hardcopy personal health information if left unattended. Assign someone the task of making sure the office, all personal health information and computers are locked at the end of each day.

· Use your computers’ built-in security features, such as power-on and hard-drive passwords.

· Make sure staff understand that they should not install any unauthorized software or connect any unauthorized devices to their computers, or use their computers for unauthorized purposes.

· Make sure staff understand that they may not copy or transmit any information from their computers unless authorized.  This includes using email or instant messaging.

· Avoid accidental exposure of personal health information, like the “reader over the shoulder” or the neighbour who overhears loud conversations.

· Give staff facilities (for example, shredding machines) to securely dispose of personal health information no longer required. 

Authentication and Authorization

Although the following guidelines focus on computer systems, many apply equally to voicemail and hardcopy records. 

· Provide staff with their own computers, User IDs and passwords, where possible.  At a minimum, staff should have their own User IDs and passwords to access personal health information.

· Remove or change access as soon as staff leave or change responsibilities.

· Instruct your staff to create passwords that are hard to guess.  Tell them not to write passwords down and, if they must, to store the paper someplace secure. (Recommend passwords at least 8 characters long containing both numbers and letters.)  Ask them to change these passwords periodically and never re-use old ones.

· Instruct your staff never to share their passwords except for temporary authorized backups. Passwords should be reset immediately afterwards.

Security – Institutional Safeguards

Perimeter Security

What You Should Do

Secure the physical and electronic (computer) points that provide access to personal health information.

· Keep physical files containing personal health information in an area that is locked and supervised when not locked.

· Watch printers and fax machines when in use or keep them in a locked area.

· Run up-to-date Personal Firewall software on all computers in your office that store personal health information.

· Destroy or destructively erase the storage devices on your computers when selling or disposing of the computer (just using the “delete” or “format” function is often not good enough).

· Make sure personal health information is not exposed when your equipment is serviced.  Remove or encrypt any information that is not protected by a hard drive password when equipment goes off-site and have those servicing your equipment sign an agreement (see the Managing Contracts and Agents section).

Malicious Software

· Run up-to-date Anti-Virus, Firewall and Spyware software on all computers that store personal health information.

· Use the associated update service to ensure your software can catch the latest known viruses. 

Wireless and Portable Devices

· Assume wireless and portable devices are not secure unless you had a security professional set them up to be secure.

· Do not use wireless and portable devices to store or transmit personal health information. Cell phones are not secure and you need to be careful when deciding what information to discuss on a cell phone (use a regular phone whenever possible).

Audit

What You Should Do

Regularly audit your actual practices for compliance with your security policy.

· Perform spot checks on a regular basis to ensure all staff are following the security rules and take appropriate action.

Research

Key Points

· The Act sets out specific requirements for the collection, use and disclosure of personal health information for research that is conducted without consent.

· The research provisions of the Act apply to:

· researchers, who collect and use personal health information for research purposes,

· health information custodians (such as physicians), who disclose personal health information for research purposes, and

· research ethics boards, who review and approve research plans.

· This Toolkit uses the term “you” for the sake of brevity.  In this section, the term “you” refers to the health information custodians and researchers reading this section, who must observe the Act’s requirements concerning research in their respective roles.

· You may collect personal health information for research purposes without consent from non-health information custodians who are not prohibited by law from disclosing the information to you, and from health information custodians who are permitted or required by law to disclose the information to you.  Before collecting the information without consent, you must comply with the Act’s requirements concerning research plans and research ethics board approval.

· You may use personal health information for research purposes without consent if a law permits you to do so.  To use personal health information for research purposes without consent, you must comply with the Act’s requirements concerning research plans and research ethics board approval.  When conducting research under the approved research plan, you must follow the research duties that are listed in the Act.

· You may disclose personal health information to a researcher without consent; however, before disclosing the information to a researcher, you must enter into a written agreement with the researcher to protect the information, and receive from the researcher a written application, a written research plan and a copy of the research ethics board’s approval of the research plan from the researcher.  You may also impose any other obligations on the researcher that you feel are appropriate.

The Rule

You may collect, use and disclose personal health information for research purposes without consent, but only if you meet the strict conditions described below.

· The research provisions of the Act apply to:

· researchers, who collect and use personal health information for research purposes,

· health information custodians (such as physicians), who disclose personal health information for research purposes, and

· research ethics boards, who review and approve research plans.

· This section of the Toolkit deals with retrospective research for which consent is not obtained.  It does not discuss clinical trials, genetic testing or other studies, for which express consent is required.

· Nothing in the Act prevents you from collecting, using or disclosing personal health information for research purposes with express consent.  You may not rely on implied consent to collect, use or disclose personal health information for research purposes.

Note:
Detailed information on research is available in the Hospital Toolkit, which is posted on the OMA website.

Managing Contracts and Agents

Key Points

· Your service providers, suppliers, employees, volunteers and others who help you carry out your duties are considered “agents” under the Act.  Your agents can be internal or external to your organization.

· You may allow your agents to handle your patients’ personal health information if you follow the rules in this Section.

· Your agents must comply with the rules in the Act that apply to them.

· You should ensure that your agents are informed of these rules.

· For example, by providing staff training to internal agents, and by entering into Information Sharing Agreements with external agents.

· You must take reasonable steps to protect personal health information that you provide to your agents.  For example, you should:

· conduct effective due diligence before hiring agents, 

· include privacy protection clauses in your contracts with agents, and

· enforce the privacy protection clauses in your contracts with agents.

The Rule 

You may hire service providers, suppliers, employees and others to help you carry out your duties.  When working with these individuals and organizations you may find you need to provide patients’ personal health information to them.  These individuals and organizations are considered to be your “agents” (as defined in the Act), and they can be internal or external to your organization.  Regardless of their internal or external status, your agents must comply with the rules in the Act that apply to them. 

You may allow your agents to collect, use, disclose, retain or dispose of your patients’ personal health information if: 

· you yourself may collect, use, disclose, retain or dispose of the information, 

· your agents will collect, use, disclose, retain or dispose of the information as part of their obligations to you (through a service or supply contract, for example) and their actions are not contrary to the limits imposed by you, the Act or another law.

You should ensure that your agents are informed of their duties under the Act.  

Your agents must:

· have your permission to collect, use, disclose, retain and dispose of personal health information on your behalf, 

· use the information only for the stated purpose and for no other purpose except as permitted or required by any law, and 

· alert you if the information they handle for you is stolen, lost, accessed by unauthorized persons, or used, disclosed or disposed of in an unauthorized manner.

You may share personal health information with your agents for a number of reasons.  In addition to the reasons you describe to your patients when you collect their personal health information, additional reasons may include:

· planning or delivering programs or services, allocating resources to them, evaluating or monitoring their success, and preventing fraud or unauthorized receipt of services or benefits,

· managing risk and error,

· improving or maintaining the quality of care, programs and services,

· teaching your agents how to provide health care,

· disposing of or removing personal information from a document,

· testifying in a court or other proceeding (only applies to related information),

· collecting payment or processing claims for payment for health care services,

· conducting research (if the requirements for research are followed), and

· reasons permitted or required by any Act.

What You Need To Do

You must take reasonable steps to protect personal health information that you provide to your agents.

Note:  The remainder of this section describes best practices for dealing with external institutional agents.  The Security sections of this Toolkit describe best practices for dealing with individual agents (whether internal or external).  

Contracts

You should make sure your agents put in place effective privacy protection practices.

When you share personal health information with your agents, you place sensitive information under your control into their hands.  You have an obligation to take reasonable steps to ensure that this information continues to be protected.

Do this by writing effective contracts, and follow the Checklist for Agents Agreements.  

You should review your existing contracts and, where necessary, amend them to contain appropriate privacy protection clauses.  If your agents resist these amendments, call your lawyers for advice.

Enforcement

Your responsibilities do not end after you sign a contract.  You should monitor whether your agents are meeting the privacy requirements in their contracts.

Information Sharing Agreements

If you share personal health information with others, such as external researchers or health data institutes, you should have a proper one or two-way information sharing agreement.

To ensure that your information sharing agreements provide sufficient privacy protection, follow the Checklist for Information Sharing Agreements.

Dealing with Agents Operating Outside of Ontario

The best way to make your agents comply with Ontario’s law is to put Ontario’s privacy requirements into your contract.  

It may be difficult to ensure that your agents who operate outside of Ontario comply with Ontario privacy requirements; however, your contracts should bind your agents to Ontario’s privacy requirements, and you can enforce the contracts against these agents outside of Ontario if need be.

Checklist for Agents Agreements

Bind your agents to:

· name someone to be responsible for privacy compliance, 

· only use the information you share with them as needed to fulfill the contract,

· only disclose information you or the law allows,

· put effective administrative, technological and physical safeguards in place to stop theft, loss and unauthorized access, copying, modification, use, disclosure or disposal of information that are at least as rigorous as your own and those offered to the agents’ other clients,

· only give access to subcontractors that you have approved, and only enter into subcontracts that have all of the security provisions contained in your contract with them,

· educate their employees on privacy laws and policies and take reasonable steps to ensure employee compliance through staff training, confidentiality agreements and employee sanctions,

· ensure that employees who are fired or resign return all information and cannot access applications, hardware, software, network and facilities belonging to either you or the agents,

· remind exiting employees of their continued responsibility to maintain the confidentiality of the information,

· use reasonable efforts, including virus protection software, to avoid viruses, worms, back doors, trap doors, time bombs and other malicious software,

· maintain backup security and acceptable business recovery plans (including disaster recovery, data backup and alternate power),

· follow all applicable privacy laws, including the Act,

· comply with their own privacy policies,

· share their privacy policy with you and send you any updates or changes made during the term of the contract,

· refer anyone trying to access, correct or complain about their personal health information to your contact person,

· let you inspect their premises and security practices to ensure they are following the law, your contract and privacy policies,

· let you review their internal practices, books and records relating to their use and disclosure of your patients’ information so you can ensure compliance,

· review security regularly and address any threats revealed,

· regularly report on compliance,

· report any security breaches or incidents to you within an agreed time,

· revoke any user’s access if security is breached and on your reasonable request,

· give you a copy of your data when you ask for it,

· securely discard or return any personal health information on your request,

· comply with any sanctions for breaching the contract, including ending the contract or compensating you,

· end the contract for not following it in a significant way,

· return or destroy all information received or created in any form when the contract ends, and where this is not possible, keep the contract’s privacy measures in place to protect the remaining information, and

· never deny you access to information you request because of your late or disputed payment for services.

Your contracts should also include:

· your right to go to court for an order stopping an agent from violating privacy sections of the contract and an acknowledgement that you have been irreparably harmed,

· your remedies for an agent’s breach of the contract, and

· a clause making your agent responsible to you for any costs you pay because of your agent’s failure to sufficiently protect your patients’ information, with insurance to back the clause up.

When sharing personal health information with health information network providers, you must make sure your contract requires them to give you:

· an electronic record of all accesses, uses and disclosures of the information, including the time and source of access, and

· a written assessment of how the services they offer may threaten, make vulnerable or risk the security and integrity of the information, and how they impact privacy.†
Checklist for Information Sharing Agreements

To ensure that your information sharing agreements provide sufficient privacy protection:

· define all terms that may be unique to your agreement,

· define “personal health information” to include all of the information you will share,

· describe the purpose for sharing the information,

· refer to the law that allows you to collect and share the information,

· list the kind of personal health information each party will share with the other,

· identify the allowed uses for the shared information and require the other party to use the information for only those purposes,

· describe exactly how you will share the information,

· identify whether any information may be linked to or matched with other information,

· agree to verify the information received to ensure it is accurate before using it,

· set out the administrative, technological and physical safeguards needed to protect the security of the information (see the Checklist for Agent Agreements for examples of appropriate safeguards clauses),

· place necessary restrictions on disclosure,

· limit the agreement’s term to ensure information will be shared for only as long as necessary,

· state how long personal health information will be kept and how it should be disposed of when the time comes, and

· describe any process for ending the agreement before the agreed upon date.

Oversight

Key Points

· The Information and Privacy Commissioner/Ontario (Commissioner) oversees compliance with the Act. 

· Patients have the right to file a complaint against you with the Commissioner (for example, if they believe you have breached their privacy, or if they are not satisfied with your response to their access or correction request).

· The Commissioner responds to complaints that it receives about you, may review a complaint and may initiate a review on its own behalf. 

· The Commissioner has the power to make a range of orders, where appropriate.

· A breach of privacy may entitle affected individuals to sue you for damages.

· If you are found guilty of an offence, you could be fined.

· You should implement procedures to avoid privacy breaches.

· You should implement procedures to manage any privacy breaches.  These procedures must cover, at the very least, containment and notification procedures.

· You should implement procedures and make best efforts to resolve privacy complaints internally.

· The procedures that you implement, as well as your response to a privacy breach or complaint, may positively affect the final outcome of any Commissioner’s review. 

Result of the Review

Depending upon the nature of the complaint and the result of its review, the Commissioner may order you to:

· give access to the requested record to the person who complained,

· make the correction that the person who complained asked for,

· perform a duty imposed by the Act,

· stop collecting, using or disclosing personal health information in breach of the Act or a contract,

· dispose of records of personal health information collected, used or disclosed in breach of the Act or a contract (so long as doing so would not negatively affect any individual’s health care),

· change, stop or never start a particular information practice that breaches the law, or

· put an information practice in place to comply with the law.

The Commissioner may also order those acting on your behalf or with you (your agents) to take action to ensure you comply with its order against you.  

The Commissioner may make recommendations on how anything subject to the review affects privacy.

The Commissioner will provide a copy of any comments, recommendations or an order made, together with the terms and reasons, to:  

· you, 

· the complainant (if there is one),

· other persons to whom the order is directed, 

· the body or bodies that regulate you,

· any person whom the Commissioner considers appropriate.  

If the Commissioner makes no order after its review, the Commissioner will tell both you and the person who complained why.

You may appeal the Commissioner’s orders (except access and correction orders) to the court on questions of law.  The court may order the Commissioner to take actions that the Commissioner is authorized to take under the Act, confirm the Commissioner’s order or, if necessary, vary or set the order aside.  Once all avenues of appeal have been exhausted, or if no appeal is made, an order may be filed with the court, making it an enforceable judgment of the court.

If new facts come to light following the Commissioner’s order, the Commissioner may cancel or change its order or make a further order, even if the original order has been filed with the court.  All affected parties will receive notice of the new order.  You or other parties may appeal the new order.

You may ask the court to review an order concerning access or correction by way of an application for judicial review.  

Offence and Sanctions

If you violate the law, you may face a Commissioner’s order, a fine for an offence, and/or a lawsuit for damages.

Note:  Not all privacy breaches are subject to fines.

It is an offence for you to:

· wilfully collect, use or disclose personal health information in breach of the law,

· dispose of a personal health record to evade an access request,

· dispose of a personal health record in a manner that is not secure,

· wilfully obstruct or mislead the Commissioner in performing its duties under the Act,

· wilfully fail to comply with a Commissioner’s order, or

· discipline or disadvantage an employee for trying to comply with the Act.  

If prosecuted and convicted of an offence a physician could be fined up to $50,000.

A breach of privacy may entitle affected individuals to sue you for damages for:

· actual harm a privacy breach caused, or 

· mental anguish (up to $10,000) where wilful or reckless behaviour caused the breach.

Decision Tree ‑ Responding to Complaints
About Privacy Breaches
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† The information set out in bold italicized text is based on draft Regulations that have not yet been finalized.  We will send you updated information once the Regulations are finalized.


† The information set out in bold italicized text is based on draft Regulations that have not yet been finalized.  We will send you updated information once the Regulations are finalized.
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